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Introduction
The purpose of this report is to get familiar with Windows Server 2016 and
Windows 10 clients, configure static IP addresses for both clients, add roles to
the Server client to manage DNS and Active Directory (AD), get familiar with
AD through management of users and groups on the domain, and connecting
computers to the domain. We will briefly look at first time logins for users,
updating passwords, and creating a desktop background group policy for users.
Finally, we will have a better understanding of the current network topology,
which is reflected on the previous page.

Prerequisites
In order to follow along with this report, it is expected that you already have
the a VM Client installed and are logged in. For the purposes of this report, I
will be using VMWare Workstation Pro. Additionally, you should already have
your machines available, one dedicated to Windows Server 2016 and another
dedicated to a Windows 10 client. As instructed, we will be skipping the
installation of the Windows 10 client and can assume this is set up already.

Step 1: Installing Windows Server 2016
We will assume previous knowledge from Homework 2 and skip selecting and
mounting the ISO for Windows Server 2016. We can jump right into the
installation process.
1. Select your language, time and currency format, and keyboard method.
● We kept default settings, E
 nglish and US. Click Next.
2. Enter product key if available, or click I don’t have product key.
3. Select the operating system you want to install.
● We went with W
 indows Server 2016 Standard (Desktop
Experience).
● This allows us to have a graphical user interface for our server
client.
4. Check the box to accept license terms. Click Next.
5. Which type of installation do you want?

● Select C
 ustom: Install Windows Only (advanced) since there is no
previous installation of Windows on this machine.
6. Where do you want to install Windows?
● Only one drive is available and it has 40GB of free space. Select it
and click Next.
7. Windows Server 2016 will now install and reboot when finished and
allow you to login as an Administrator. When you login, you should be
greeted with the Server Manager.

Step 2: Assigning Static IP Addresses to Windows 10
and Server 2016
Now assuming previous knowledge from Homework 2, we should have a good
idea of what static IPs we can assign. Since we configured our LAN on pfSense
as  10.42.9.1 , the static IPs for the Server Client and Windows Client should
follow:

Windows Server 2016: 10.42.9.2/24
Windows 10: 10.42.9.3/24
In order to assign our static IPs, first we need to S
 tart > Run > ncpa.cpl. This
will open our network connections and display what network adapters are
available to us.
In our case, we see Ethernet 0, which is a vmxnet3 Ethernet Adapter. We want
to R
 ight Click > Properties > Internet Protocol Version 4 (TCP/IPv4) >
Properties. This will open another window for assigning IPs and DNS.
Using the IPs and subnet masks above, we can finally enter the IPs manually,
shown below.
Windows Server 2016 Client (left) and Windows 10 Client (right):

Step 3: Adding DNS Feature to Server
With the static IPs complete, our next step is configuring the Server client to
manage DNS. This is done from the Server Manager window that opens on

startup. After clicking (2) Add Roles and Features on the main page, you
should be met with this window:

1. Check Skip this page by default if you want, otherwise click Next.
2. Installation type.
● Check Role-based or feature-based installation. Click Next.
3. Server Selection.
● You should see your Server 2016 client with the static IP you set up
earlier. Make sure this server is highlighted from the server pool
and click Next.

4. Select server roles.
● Look through the list and check the box for D
 NS Server. This will
begin the process for setting up your Server 2016 client for DNS
management.
5. Add features.
● This just tells you what tools are required for the DNS Server
installation. Click Add Features.
6. Wait for installation to complete. When finished, DNS should now show
up on the left-hand side of the Server Manager window. Additionally,
this should have automatically changed the DNS address in your IPv4
settings to 127.0.0.1 , which can be seen in the previous IPv4 images.
7. Additionally, we can go back and change the preferred DNS on our
Windows 10 client to use our Server 2016 IP address to manage DNS. All
we need to do is go back into IPv4 settings and change the DNS server IP
to 10.42.9.2 , which is the IP for our Server client.

Step 4: Adding Active Directory Feature to Server
Since we just added the DNS Server role to our Server Client, we can follow the
same initial steps in Step 3 for adding Active Directory. Once we get to selecting
the server roles, we can see that DNS Server now has ( Installed) next to it.

This time, we will be selecting A
 ctive Directory Domain Services instead. Once
again, click “Add Features”, include .NET Framework 4.6 Features in the
following screen, then click Next (twice) and Install. After successful
installation, you will be prompted with the Deployment Configuration.

Select A
 dd a new forest and enter your desired root domain name. In this case,
we went with u
 bnd.team09.com
For the Domain Controller Options screen, follow these settings:
Forest functional level: Windows Server 2016
Domain functional level: Windows Server 2016
Check Domain Name System Server
Check Global Catalog
Uncheck Read Only Domain Controller
Type the DSRM password.
Click Next. S
 kip over Create DNS Delegation and click Next.

Choose NetBIOS domain name (in our case, UBND).
Leave default paths, review your selections, click Next, review Prerequisites
Check, and reboot. After rebooting, you should now see some differences with
the login page. You can continue with your login information.

Step 5: Adding Users
After you have finished installing AD, our next step is adding groups and users.
In order to do this, we want to open our familiar Server Manager > Tools >
Active Directory Users and Computers. This is what you should see.

The first thing we want to do is make this easy to manage from the beginning.
1. Right click u
 bnd.team09.com >
 New > Organizational Unit (OU) > Name
Group Policy
2. Inside new Group Policy folder, create two more OU’s: U
 BND Groups and
UBND Users
● This is self-explanatory, but this will be used to store and manage
all of our users and groups separately.
3. Inside U
 BND Users > Right Click > New > User > Enter the desired user
information and click Next:
4. Enter the desired password. Check U
 ser must change password at next
logon. This is part of the AD password policy for Windows Server 2016
and forces new users to create their own password at their first login.
Click Next.

5. Finally, press Finish after reviewing the user account details and
continue this process for the remaining users on the domain.

Step 6: Adding Groups
Groups are made very similar to how users are made. This time, instead of
making new elements in UBND Users, we are going to make something in
UBND Groups.

1. Inside U
 BND Groups > Right Click > New > Group
2. Enter the group name (e.g. i t_admins)
3. Check Global and S
 ecurity for the group scope and group type,
respectively.
4. Click OK.

That’s it for groups! Continue this process for the remaining groups required
on the domain.

Step 7: Adding a User to a Group
Now that our users and groups are created, it’s time to assign them!
1. Go to the UBND Users folder and CTRL + Left Click the users you want to
add to a group. In our case, it will be users N
 ick and Ross. Make sure both
of those users are selected.
2. Right Click any of the selected users > Add to a group..
3. We should now see a Select Groups dialog, with a text box below that
says Enter the object names to select
4. Begin typing it_admins and click C
 heck Names. It should auto-populate
the group name and be displayed with an underline, this means this was

the only group that was found that matches. If there are several groups
that match your text, you will get an additional dialog where you can
select your desired group.
5. Select OK after ensuring the group name is correct.

Voila! Nick and R
 oss are now members of the it_admin group. We can confirm
this by going to UBND Groups > Right Click the it_admins group > Properties >
Members tab.

Step 8: Setting the Permissions of a Folder
For demonstration purposes only, we will create a folder on the Admin desktop
and configure the permissions for that folder. While this folder would not
usually be accessible by anyone else, we can get an idea of how to manage file
permissions by groups.
1. Right click desktop > New > Folder > Name secrets
2. Right click folder secrets >
 Properties > Sharing tab > Advanced Sharing..
3. Check Share this folder > Click P
 ermissions

4. A new window will pop up, allowing you to add groups or users to the
permissions. Click Add.. and you will see a very familiar screen like the
one when we added users to their group.
5. Knock out two birds with one stone: add both i t_admins and
retired_secdev_members, click Check Names a
 nd they should both
populate. Click OK.
6. In the bottom half of the screen, you can edit specific permissions for
each group.
7. Edit it_admins so there is a check next to Read a
 nd C
 hange.
8. Edit retired_secdev_members so there is a check next to only Read.

Step 9: Connecting Windows 10 to the Domain
Next up on the To Do list is connecting our lonely Windows 10 client to the
Domain. To begin, let’s get to the control panel and click System, which reveals
some basic information about our computer.

1. Under the Computer Name, Domain and Workgroup Settings section,
click Change Settings
2. At the bottom of the new window you will see a text block about
changing the domain. Click Change..
3. Change the computer name if you want (I did), but more importantly,
swap the check bubble from Workgroup to D
 omain.

4. Recall from earlier that our domain is u
 bnd.team09.com, so enter that
into the Domain text box.
5. You will be asked to enter credentials of an administrator that has access
to that domain. Since we’ve been playing around on the Server 2016
client already, we can just use the account from that.
6. And welcome to the ubnd.team09.com domain! (reboot..)

Step 10: First Sign-in and Changing Password
Home stretch! After connecting our client to the domain and rebooting, we can
see on the login screen that we can sign into the U
 BND d
 omain. Let’s try
logging in as a user we set up earlier.

Note that the user R
 oss is immediately prompted to change his password.

Step 11: Creating Desktop Background Group Policy
Since we did not input activation keys for our Windows clients, we will not be
able to actually see the desktop background group policy in effect, however, we
can still implement the functionality.
Back on the Server Manager, this time we want to go to Tools > Group Policy
Management Editor.
Follow the tree down > Forest: ubnd.team09.com > Domains >
ubnd.team09.com > Right Click D
 efault Domain Policy
Follow the tree down again > User Configuration > Policies > Administrative
Templates > Desktop > Left Click Desktop > Double Click Desktop Wallpaper
on the right side of the window

Shown above, we want to check E
 nabled to enforce this wallpaper group policy
and enter a path for the image file that we will use for the policy. As long as
each user has access to the path, their background will be changed. When
finish, press OK.
Our last task is to open the command line on both the Server and Windows 10
clients, and type g
 pupdate /force  When finished, the settings will be updated
and your new wallpaper will be enforced.

